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1st Quintile

Sensitive Data Discovery and Cataloging – 10%

User Behavior Analysis – 21%

2nd Quintile

Security Assessment of Key Vendors – 26%

Third Party Penetration Testing – 36%

Single Sign-On (SSO) to Applications and Cloud Services – 36%

End-user Security Awareness Training – 38%

End-user Security Testing (e.g. Simulated Phishing) – 41%

3rd Quintile

Network Log Aggregation and Management – 44%

Password Management Tools (e.g. Centrify, LastPass, Keeper) – 44%

Written Security and Compliance Policy – 46%

Patch Management Program – 49%

Written Incident Response Plan – 54%

Mobile Device Management – 56%

4th Quintile

Website Filtering (e.g. OpenDNS, Websense) – 62%

Laptop Encryption – 67%

Multi Factor Authentication (e.g Azure, Duo, Okta) – 72%

5th Quintile

Password Length, Complexity and Change Interval Requirements – 90%

Excellent

Passing

Marginal

Security Measures in Place as % of Respondents
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