2020 Cybersecurity and Threat Preparedness Annual Study

Survey conducted by ResearchCorp.org, sponsored by Xantrion

Worried about a phishing or brute-force attack resulting in a cryptolocker or funds transfer fraud incident?

You are not alone.

Only 14% of companies surveyed have strong confidence in the effectiveness of their security measures.

Is your organization making the grade?

Security Measures in Place as % of Respondents

Excellent
1st Quintile
User Behavior Analysis - 16%
Sensitive Data Discovery and Cataloging - 19%
End-user Security Testing (e.g. Simulated Phishing) - 22%

2nd Quintile
Security Assessment of Key Vendors - 24% o
Third-party Penetration Testing - 28% C h eCk out Xa ntrion
Network Log Aggregation and Management - 29% -
Written Incident Response Plan - 29% Ma naged Secu r|ty
Single Sign-On (SSO) to Applications and Cloud Services - 33%
or
3rd Quintile . .
Patch Management Program - 36% Xantrion Secu rlty
Passi Password Management Tools (e.g. Centrify, LastPass, Keeper) - 40% .
assing End-user Security Awareness Training - 41% Essentials to elevate
Multi-factor Authentication (e.g. Azure, Duo, Okta) - 50%
Written Security and Compliance Policy - 57% yo urcom pa ny’s
security posture.
4th Quintile

Website Filtering (e.g. OpenDNS, Websense) - 60%
Laptop Encryption - 69%
Mobile Device Management - 72%

5th Quintile
Password Length, Complexity and Change Interval Requirements - 100%

Marginal

PARTICIPANT PROFILE
The survey participants hold leadership management positions in organizations with 50-250 employees. All of these businesses require secure and efficient technology
tools and infrastructures to support growth and success.

RESEARCH METHODOLOGY
Participants were asked multiple-choice and open-ended questions regarding their technology usage and infrastructure including current and future planning,
and preferred systems and platforms deployed in an effort to learn about their business challenges, concerns, and priorities for technology services.

ABOUT RESEARCHCORP.ORG
ResearchCorp.org specializes in technology-related research and uses a time-tested process to ensure those surveyed will provide meaningful data and industry insights.

ABOUT XANTRION
Xantrion is a leading managed services security provider (MSSP) headquartered in Oakland, California, delivering cybersecurity and IT support for midsized security-
conscious organizations in the United States.
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